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The speaker
 President, Founder, The Security Brokers

 Principal, CyberDefcon Ltd.

 Independent Special Senior Advisor on Cybercrime @ UNICRI

(United Nations Interregional Crime & Justice Research Institute)

 Former PSG Member, ENISA (Permanent Stakeholders Group @ European

Union Network & Information Security Agency)

 Founder, @ CLUSIT (Italian Information Security Association)

 Steering Committee, AIP/OPSI, Privacy & Security Observatory

 Board of Directors, ISECOM

 Board of Directors, OWASP Italian Chapter

 Cultural Attachè. Scientific Committee, APWG European Chapter

 Supporter at various security communities

http://www.owasp.org/


4th SOFTWARE ENGINEERING For DEFENSE APPLICATIONS CONFERENCE 

The company
We deal with extremely interesting, niche topics, giving our strong know-hows gained from

+20 years of field experience and from our +30 experts, very well known all over the world

in the’Information Security and Cyber Intelligence markets.

Our Key Areas of services can be resumed as:

 Vertical Professional Security Trainings & Coaching
 Proactive Security

• With a deep specialization on TLC & Mobile, SCADA & IA, Space & Air, e-health, […] 

 Post-Incident
 Cyber Security Strategic Consulting (Technical, Legal, Compliance, PR, Strategy)

• On-demand «Ninja Teams» 

 Psychological, Social and Behavioural aspects (applied to cyber environments)

 Cybercrime Intelligence
• Botnet takeovers, takedowns, Cybercriminals bounting, Cyber Intelligence Reports, 

Technical & Operational support towards CERTs and LEAs/LEOs,[…]

 Information Warfare & Cyber War (only for MoDs)

• 0-day and Exploits – Digital Weapons
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Abstract

This presentation will provide a "big picture" towards 
those main threats linked with information theft and 
leaks, and web defacements, along with those 
consequent impacts on organizations.

The second part of the talk will focus on the 
importance of the so-called "Secure Programming"
and on those average mistakes that pop up when 
running security testings and advanced Penetration 
Testing activities towards web applications.
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What Do They 
Have In 

Common?
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They All Did Not 
Even Had a Clue 
What Hit Them
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Despite Having Spent 
Millions on All The 

“Best” Security 
Products, Software & 

Consultants
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Why Not?
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Because They Didn’t Know What They Didn’t Know
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Because a Hacker only needs to Detect a Single Weak Spot 

where to stick the needle in. 

Where on The Other Hand, You Need to Be Aware of EVERY New Spot a 

Hacker May possibly Stick A Needle ANYWHERE in YOUR Organisation

ANYTIME.

And You Need that Knowledge 24x7, With as Much Time as 

Possible to Take Preventive Action. 

BEFORE you get hit!!

Hackers Prefer Needling!!
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«Houston, we’ve got a problem…»

I.T. Department

The rest of the 

organization
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Know Your Attack Surface
and be Timely Alerted on Relevant 
Threats and Risks, Well Ahead of a 

Possible Attack
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Data Breach
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Ops… it wasn’t complete!
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Our analysis

The «world’s biggest data breaches» have been that many, 
since 2004 ‘till today, they can’t even fit on a single page 
Further details here::

http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-
breaches-hacks/

We’re speaking about a endless escalation
No one is excluded from this. Not anymore

Also, we depend too much on M2M

Information = Power. Which can be transformed in money, 
very quickly

The damage caused by such breaches is often difficult to 
calculate
Operative, Business, Image, Economical damages (money
refundings to Customers, fines from Authorities).

http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
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M2M, Cloud and «automatic» connections

83% of Data Center 
traffic is M2M

Cloud services bring more 
M2M automation
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Our analysis /2
Along with my team we analyzied all of these data breaches.

• Lack of professionally-run Security Testings (penetration test, ethical
hacking, compliance check).

• Lack of segregation on internal networks.

• Missing for a correct, centralized management of SSH keys, both external
and internal ones.

• Missing of tools for Data Leak Prevention (DLP) on encrypted connections
(SSH tunnels).

• Missing of the right sources for Cyber Intelligence.

• Lack of internal awareness.

• Lack or total miss of tools, methodolgoies and trainings on Digital 
Forensics.

• POOR PROGRAMMING / Lack of Secure Coding

Key drivers to the success of the attackers can be resumed as
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Mistakes when writing code
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Mistakes when writing code
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Conclusions
This presentation focused on different mistakes which are made by organizations from all

over the world, no matter their size and maturity into Information Security.

While different approaches and the use of different solutions clearly depends on available

resources (budgets, amount of IT staff, seniority and skills of system administrators and

programmers), we think that everything should start from tasks which are very easy to

deploy inside all of the organizations: internal awareness, and training towards your

employees and colleagues.

It is a process which helps out IT and InfoSec people raising the understanding of their

everyday activities towards the management, and those colleagues from different

departments, in order to pursue altogether a shared goal: the information security of your

Organization.

Last but not least, we have seen how much the lack of secure programming, and Secure

SLDC, may dramatically impact on the overall security of our organizations, providing the

right “back entrance” for attackers, and enemies.
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Contacts, Q&A

Need anything, got doubts, wanna ask me smth?

rc [at] security-brokers [dot] com

Pub key: http://www.security-brokers.com/keys/rc_pub.asc

Thanks for your attention!

QUESTIONS?

http://www.security-brokers.com/keys/rc_pub.asc

